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Abstract

Rapid proliferation of the Internet of things (IoT) has helped solve a myriad of problems across
different sectors. Whilst powered assets rely on their own power source to enhance asset
monitoring, a need exists to develop an asset security system for non-powered assets. Since an
IoT device has network layers, it can be used with the physical layer to solve this problem. As a
result, a method of enhancing asset security with IoT was implemented. A GSM chip for SMS and
server connection was used to communicate the battery status and location information obtained
from a GPS chip. A method of detecting tamper on the device was implemented through infrared
sensors. A microcontroller was the heart of the system as it interfaced with all other devices to
form the IoT system. The result of the study was an efficient prototype of an IoT asset tracking
device which communicates through SMS and it logs location data to a remote server through
GPRS connection. There is a room for improvement in terms of optimizing power consumption
to lengthen the duration before a recharge is required.
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1. Introduction

The internet of things (IoT) technology comprises networked devices which utilize
mainly the physical layer to collect data and transmit it to a destination through the network layer
(Minhaj & Khaled, 2018). As such, there is a lot of potential of automating systems through IoT as
it provides actionable information. One of the vibrant applications of IoT is in asset security and
monitoring where many studies have been done on development of smart security systems
targeting an asset’s location and condition (Valente & Neto, 2017). Utilization of IoT in data
analytics has yielded predictive maintenance. For instance, OracleIoT (2020) described a system
of preventing unforeseen machine breakdowns by processing data received from IoT systems with
advanced analytical algorithms. In the area of asset security, IoT systems require communication
mechanisms to alert the user about the asset. According to Indira et al. (2019) and Andreas et al.
(2018), global system for mobile communication (GSM), Wi-Fi, and remote servers are some of
the main methods used alongside IoT to achieve seamless data transmission.

Asset security in vehicles and laptops may be achieved through powering an IoT
system with onboard batteries (Nirit et al., 2019). On the other hand, not all assets have an
onboard power supply. At the same time, 0T systems must be powered electrically to perform
embedded tasks (Andrey & Raffaele, 2019). Thus, non-powered assets such a sofa sets and TV sets
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may be lost without noticing as Smartrak (2020) notes that there is still a challenge of securing
these kinds of assets. The present study aimed at developing an asset security device that would
not only report location change and upload location data to a remote server but also notify the
user when it required battery recharging. Further, the system would report if it was tampered by
opening its casing.

2. Methods and materials

The functional features of the IoT asset security system were achieved through design
and implementation of different subsystems which were brought together reaching the proposed
system. The main subsystems as shown in the figure below are; GMS module, GPS module,
antitamper circuit, voltage regulation module, a logic level converter and the microcontroller. The
code that controls the system was developed to function as per the flow chart. The program was
written in C++ language using the arduino integrated development environment (IDE). Moreover,
the circuit diagram was drawn using Proteus design suite. On the other hand, ThingsSpeak open-
source server was used to create a sever account where data about the location was logged remotely
using API keys method. Prototyping tools such as soldering gun, solder wire, prototyping circuit
board and jumper wires were utilized in assembling the circuit.

The security system works with help of sensors, modules and a code embedded in a
microcontroller. The microcontroller first checks the battery voltage followed by the status of the
device casing then location change. If the battery voltage is lower than a threshold, it sends a
battery low SMS through a GSM module. The GSM module communicates with the
microcontroller through AT commands and hence the serial protocol is used. At the same time,
the MCU checks whether the device casing is open by reading the output of the infrared proximity
sensor where it sends an SMS to the owner if the case is open. Lastly, the MCU reads the GPS
module to retrieve location coordinates where it sends them to a remote server through a GPRS
connection. If there is a significant change in the pre-set location, an SMS is sent to the owner
about the current location. If none of the conditions mentioned here are met, there no SMS
triggering. Communication between GSM, GPS and the MCU is through universal asynchronous
and receiver and transmitter (UART) protocol. During serial communication, high logic signals
emanate from the transmitting pin of the device, a reason why a logic level converter is used to
protect non-5V ports from damage by the high voltage signals. As GSM chips draw more current
during transmission, i.e., transmission bursts, they can create short circuits hence in the circuit, it
is connected via a dc-dc converter that can withstand current sourcing of up to 3A without need of
a heat sink. Moreover, the voltage circuit is built around a voltage divider circuit to achieve a
voltage less than 5v that can be fed into the analog pin of the MCU for measurement.
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Figure 2. Flow chart diagram

3. Results
3.1 Voltage measurement

Using two resistors R1 and R2 of 3.3k and 1k respectively, a maximum output voltage
of the sensor was achieved as 1.95V. This was a safe voltage as it cannot damage the ADC channel
of the arduino. A conversion factor of 4.3 which is the total resistance was used to compute the
actual voltage from the reduced voltage. As the device was in use, the battery voltages were
recorded during test instances as; 7.07V, 6.97V and 6.89V.
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Figure 3. Voltage measurement circuit

3.2 Location and low battery alerts

As shown below, a battery low alert message was received when the battery was lower
than the set threshold. Moreover, an SMS showing the location link was sent where the user could
just click the link and view the asset location.
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3.3 Server data

The location coordinates retrieved from the server are shown in the plot below.
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Figure 4. Location data retrieved from server

Figure 4 above was plotted using raw data imported from the server. However, the
server has visualization features which were utilized to plot latitude and longitude data on separate
graphs in real-time. The two visuals are shown below.

Field 1 Chart E o # x
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Figure 1. Latitude data

Initially, the latitude data was zero but it progressed to -1.3xxxxxx after a short time as
shown in figure 4 above.
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Figure 6. Longitude data

As noted in figures 4 and 5 above, there are instances where the location coordinates
were both zero. After sometime, it was noticed that the value changed to several digits of different
decimal values. A snip shot of serial output is shown below. The voltage is seen to decrease as
GPRS transmission occurs. Data for each coordinate was logged to a separate channel using API
keys shown in the serial monitor output.

B COMS (Arduine/Genuine Uno)
|

Battery Voltage: 7.07 V
Battery is Low, Please Recharge

-1.38255333 37.83031845
-1.38255333 37.83031845
-1.38255333 37.83031845
-1.38255333 37.83031845

GET https://api.thingspeak.com/update?api key=BCIBO7KHETHMXMHO&fieldl=-1.3825535field2=37.830318
Battery Voltage: 6.97 V
Battery is Low, Please Recharge

-1.3825311¢6 37.83033370
-1.38253116 37.83033370
-1.38253116 37.83033370
-1.38253116 37.83033370
-1.3825311¢ 37.83033370
-1.3825311¢6 37.83033370

GET https://api.thingspeak.com/update?apl key=BCIBOTKH6THMXMHO9&fieldl=-1.382531&field2=37.830334
Battery Voltage: 6€.93 V
Battery is Low, Please Recharge

The figure below shows the complete prototype with all parts labelled.
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Figure 7. Completed prototype

The plastic casing was used to hold the assembled prototype together. Furthermore,
some components were soldered on a PCB to reduce the number of wires required to run in the
circuit. To ensure the GPS and GSM received the signals, the antennas were kept outside the
plastic container.

4. Discussion

The battery voltage sensor recorded values that were less than 7.4 V as noted earlier.
Since two 4.2V lithium batteries were connected in series, the maximum actual voltage would be
8.4V while the input to the ADC pin was 1.95 at full charge given the values of the resistances were
in the ratio of 1:3.3. Thus, during testing the batteries had discharged hence they had lower
voltages. To prevent deep discharge, an alert was sent when the battery voltage fell below 7.4 volts.
This implies that each cell may have reached 3.7V which is the nominal voltage of Lithium-ion
cells. Such voltage drop can be attributed by power consumption by the IoT system. More
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specifically, the GSM draws a lot of current during data transmission which reduced the voltage
significantly. This is in agreement with arguments of Yassin et al. (2020) that IoT systems require
optimization both in hardware and software to reduce power consumption for asset tracking
systems. Regarding the graphs of location coordinates, the value of zero meant that the GPS
module had not connected to any satellites. This mostly occurred when the system was placed
indoors where the GPS signal was obstructed by the walls of the building. Slight variations in the
location coordinates even when the device was stationary implied that location determination
using GPS has a certain degree of uncertainty. Findings of Meynecke and Liebsch (2021) agree
with this by the fact that localization using GPS requires clear space between the GPS module and
satellite signals. Although indoor localization using GPS and GSM may not be effective due to poor
network coverage, the devices work well in outdoor conditions. As an asset is exposed to outdoor
conditions during relocation, the GPS module will connect with satellites where the MCU will
trigger an alert about location change. Therefore, the current device has advantage because of long
range data transmission and remote access through server as GPS has a comparable location
accuracy. The accuracy of 3m obtained in outdoor location is comparable to the 2.5 m accuracy
achieved by Devlin and Kevin (2009). Overall, the device exhibited timely data transmission both
to server and through SMS and is more ideal for monitoring non-powered assets that are located
in outdoor spaces where signal reception is strong.

5. Conclusions

An I0T security system relying on GPS for asset location and GSM for SMS and server
communication has been designed, implemented and tested. The system boasts an onboard
method of measuring battery voltage, detecting when the casing has been opened and reporting
the status of the system through GSM. The GSM module consumes more energy compared to the
rest of the devices hence its usage can be leveraged by optimizing the embedded code. The device
is found more ideal for monitoring non-powered assets that are kept in outdoor spaces given the
conventional reliance of GPS on clear space for signal reception. This study concludes that IoT has
the potential to change the asset security landscape by developing stand-alone devices that can
monitor and report non-powered assets’ location and status.
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